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© Method for identification of secret data messages in a uni-directional multipoint network using 
cyclic redundancy checks. 



© Invention relates to a method for identifying se- 
cret data messages in a one-direction multipoint 
network. The identifying of the data messages is 
carried out with the help of identification used for the 
error check. With the help of invention it can be 
identified to whom a message is meant without 
opening the secret data messages. 
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This invention relates to a method for identify- 
ing secret data messages in a transmitting system 
where a cyclic redundancy code (CRC) or check- 
sum is used for error check. With the help of the 
method according to the invention it can be iden- 
tified to whom or to which group a message is 
potentially transmitted without increasing the 
amount of bits in the information transmitted and 
without opening ail the secret data messages. 

In a one-direction multipoint network unique 
messages are to be sent to several different receiv- 
ing persons as a steady flow. The messages have 
been coded with a complicated algorithm which 
also involves error check. The lenght of the mes- 
sages is to be kept as low as possible and the 
personalities of the receiving persons secret. 

Since the messages cannot include the iden- 
tification of the receiving person in a clear form, 
this must be included in the secret message. Be- 
cause the receiving person to distinguish which 
ones of the messages are for him/her, all the 
receiving persons have to read all the messages. 
This takes too much time. It must be noted here 
that the messages can be personally coded so that 
the contents of a message meant for another re- 
ceiving person cannot be solved. With the help of a 
personal identification receiving person can, after 
opening the message, determine whether the mes- 
sage was meant for him/her or not. 

The background of the invention was to accom- 
plish a transmitting system for secret data mes- 
sages, where all the receiving persons would not 
have to read all the messages and where all the 
above mentioned problems can be solved. The 
purpose of the invention was then to accomplish a 
method for identifying to whom a message is po- 
tentially transmitted without increasing the amount 
of bits in the information transmitted and without 
opening all the secret data messages 

According to the first aspect of the present 
invention there is provided a method for identifying 
secret data messages in a transmitting system 
where a cyclic redundancy code (CRC) or check- 
sum is used for error check, wherein the identifying 
of the data messages is carried out with the help of 
identification used for the error check. 

Since all the messages have error check, such 
as a 16-bit CRC-code, this can be used in identify- 
ing the messages without increasing the length of 
the messages. 

An embodiment of the present invention will 
now be described with reference to the accom- 
panying drawings in which: 

Figure 1 is a diagram illustrating transmitting 
and receiving of a secret message in the 
present invention. 

Figure 2 is a diagram illustrating a coding circuit 
of a (n-k)-step transfer register according to the 



present invention. 

Figure 3 is a diagram illustrating a decoding 
circuit of a (n-k)-step transfer register according 
to the present invention. 
5 The diagram shown in figure 1 is a diagram of 

transmitting and receiving of a secret message in 
the present invention. In addition to the own per- 
sonal identification each receiving person or group 
is given a unique CRC-identification which is used 
w in transmitting end for CRC-calculation. 

The diagram shown in figure 2 is a diagram of 
a coding circuit of a (n-k)-step transfer register 
according to the present invention. For the CRC- 
calculation of the secret message a back coupled 
75 transfer register is used which is initialized to "0" 
in CRC-calculation. When the CRC-value is ca l- 
culated for the transmitted message, a 16-bit C Re- 
value is got with a 16-bit coding circuit. The CRG; 
value is taken to XOR-function together with the 
20 u nique CRC-identification. The produced 16-bit 
~"~CRC-part is added to the end of the message and 

tr ansmitted to the receiver . 
" The switch is in position A during the secret 
message and in position B during the CRC-part. 
25 Instead of XOR-function there can be another func- 
tion used, which can be reversed in the receiving 
end. Here XOR-function is taken as an example, 
since it very easy to realize in hardware CRC- 
calculation. 

30 The diagram shown in figure 3 is a diagram of 

a decoding circuit of a (n-k)-step transfer register 
according to the present invention. The transfer 
register of the receiver is initialized to "0". When 
the secret message is now taken to the CRC 

35 transfer register of the receiver, the last state of the 
transfer register will now have the CRC-value of the 
receiving person, if the appropriate message is 
meant for the receiving person and error-free. The 
switch positions correspond to the figure 2. 

40 If there is an error in transmitting, the receiving 

persons might have misinterpretations as to whom 
the message is meant. If the amount of errors 
stays low, the receiving persons do not need to 
open the messages unnecessarily. 

45 When there is a lot more receiving persons 

than implied by the CRC-identification (if the CRC- 
value is 16 bits, the CRC-identification can be for 
example 16, 7 or 6 bits) several receiving persons 
need to have the same CRC-identification. Because 

so of this a lot of messages are opened unnecessarily. 
Because the messages always contain the iden- 
tification of the receiving person, the receiving per- 
sons do not get wrong information. j 

The error check value can be so long that it 

55 includes both error check and data message iden- 
tification, but it does not necessarily need to be. If 
the error check parts are taken along, the XOR- 
operation is only carried out with a part of the 
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check part bytes or the check part is totally dif- 
ferent. If the XOR-operation is carried out with the 
whole error check value and the error check is so 
left out, the method used however includes an error 
check as after opening an unique message the 5 
receiving persons own address must be found in- 
side the opened message. 

Claims 

70 

1. A method for identifying secret data messages 
in a transmitting system where a cyclic redun- 
dancy code (CRC) or checksum is used for 
error check, wherein the identifying of the data 
messages is carried out with the help of iden- 75 
tification used for the error check. 

2. A method as claimed in claim 1, wherein in 
addition to the own personal identification each 
receiving person is given a unique CRC-iden- 20 
tification, which is used in transmitting end for 
CRC-calculation. 

3. A method as claimed in claim 2, wherein the 
calculated CRC-value, together with the unique 25 
CRC-identification, is performed such function 

that can be calculated reversely in the receiv- 
ing end, the result value is added to the end of 
the secret data message and is sent to the 
receiver. 30 

4. A method as claimed in claim 3, wherein the 
calculated CRC-value, together with the re- 
ceived CRC-part, is performed the correspond- 
ing reverse function in the receiving end, which 35 
gives the CRC-identification of the receiving 
person in question as a result, when the mes- 
sage is meant for the receiving person in ques- 
tion. 

40 

5. A method as claimed in claim 3 or 4, wherein 
the function performed to the CRC-value is so 
called XOR-f unction. 

6. A method as claimed in any of the preceding 45 
claims, wherein checksum is used instead of 

the CRC-value. 
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© The invention describes a method for identifying 
the intended recipients of secret data messages in 
an unidirectional multipoint network where a cyclic 
redundancy code (CRC) or checksum is used for 
error checking. Once a CRC-value has been cal- 
culated for the message to be transmitted, it is XOR- 
ed with a CRC-identification number which is unique 
to each receiver or group of receivers, and the result 
is transmitted. Only the intended receiver will then 
be able to decode the CRC-value from the combined 
value in order to process the message correctly. 
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